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1 Introduction

In “Toy Project” [18], kao presents us with a tiny, yet perverse, piece of code to reverse.
Given two 32-byte strings A and B, find the 32-bit integers x and y that were used to
produce B from A with the following function:

void expand(u8 B[32], const u8 A[32], u32 x, u32 y)

{
u32 i;
for(i=0; i < 32; ++i)
{
out[i] = (in[i] - %) ~ y;
x = ROL(x, 1);
y = ROL(y, 1);
}
}

Simple enough. How do we solve it?

2 Search

The obvious solution to the problem is to bruteforce. This is not, however, a very good
approach (to put it mildly), as it requires an average of 2% attempts per serial. We are
forced, then, to look at less computationally intensive options.



Reducing the key space

A simple observation reduces the key space from 64 to 32 bits at essentially no cost. Consider
the least significant bit of every byte of A and B[}

(Bi)o = (A4)0 ® T(—imod 32) D Y(—i mod 32)- (1)

Since A and B are known, we know = & y. This means that, having guessed x, it is a
simple matter of xoring it with this constant to get the correct y. Our key space is now 232;
faster, but still too slow.

Reducing further

If we allow for some small precomputation, search can become much faster than 23! average
tries. Consider the 1st, 9th, 17th, and 25th iterations of the introductory code; they are
equivalent to

out[ 0] = (in[ 0] - ROL(x, 0)) ~ ROL(y, 0);
out[ 8] = (in[ 8] - ROL(x, 8)) ~ ROL(y, 8);
out[16] (in[16] - ROL(x, 16)) ~ ROL(y, 16);
out [24] (in[24] ROL(x, 24)) ~ ROL(y, 24);

You may notice that these are using exactly the first, fourth, third and second bytes of
x, in that order! With 256 iterations per byte, we are able to reduce the possibilities for
each byte considerably. After that, a simple search through the remaining values is enough
to quickly yield the correct response (cf. Appendix .

3 Don’t search, solve

While the above solution may look acceptable in both results and running time, it still does
not feel right. Can we not solve the problem without having to resort to generic search? Let
us try.

The source of nonlinearity in this challenge is the overlapping of integer subtraction and
xor. Further, the rotations provide protection against simple guess-and-determine attacks [8].
Due to the incompatibility of these operations, the lowest common (mathematical) denomi-
nator between them is boolean logic: both subtraction and bitwise xor are representable as
a sequence of operations in either Fy or in the Boolean semiring B = ({0,1}, vV, A). T choose
[Fy for the time being.

The subtraction of a by b can be easily defined in Fo| by the recursion:

'Remember that, modulo 2, addition is subtraction is xor.
2() is the majority (median) operator, as defined in [19].



carry, = 0;
diffy = ag+ bo;
carry; ., = (a; +1,b;,carry;);
diff,;17 = a;41 + bip1 + carry;.

There are two options to solve a given system B = expand(A,x,y):

1. Given arrays A and B, build a system of equations using variables g, x1, ..., x31,
Yo, Y1, - - - ,y31 and the individual bits of each array. Solve the system by computing its
Grobner basis [10], and apply “back-substitution”.

2. Treat the individual bits of A and B as variables (A;, B;), and build a similar system
as above. Solve the system by finding its Grobner basis, which shall yield a generic
solution for any valid input (A, B).

The first approach builds an overdetermined system with 256 equations and 64 variables;
the second builds an underdetermined system with 256 equations and 576 variables. The
first approach is the most obvious and faster, but it lacks generality, and requires that a
Grobner basis be calculated in each run. The latter approach requires a more complicated
computation, but results in a cleaner final solution. We choose the latter. Here is the
respective SAGE [21] code to build the system:

sage: def Majority(a, b, c):

et return axb + a*c + bxc;

sage: def Subtract(a, b):

celt assert(len(a) == len(b));

R z = list(a);

cea carry = 0;

R for i in range(len(a)):

ceat z[i] = al[i]l + b[i] + carry;

R carry = Majority(ali]l + 1, b[i], carry);
et return z;

sage: def XOR(a, b):

R assert(len(a) == len(b));

R return [ a[i] + b[i] for i in range(len(a)) J;
sage: def BuildKaoSystem():

= [ "x" + str(i) for i in xrange(32) ]

= [ "y" + str(i) for i in xrange(32) ]

= [ "A" + str(i) for i in xrange(256) ]

= [ "B" + str(i) for i in xrange(256) ]
BooleanPolynomialRing(32 + 32 + 256 + 266, x + y + A + B)
list(P.gens()) [0:32]
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list(P.gens()) [32:64]
list(P.gens()) [64:320]
list(P.gens()) [320:576]
d

i in xrange(32):

Hm e
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H

R t = Subtract(A[i*8:1*8+8], x[0:8])
R t = XOR(t, y[0:8])
t = XOR(t, B[i*8:1%8+8])

cea Lllen(L):] = t
ced x = x[-1:] + x[:-1]
ceat y = y[-1:1 + y[:-1]
ce return ideal(L)

sage: L = BuildKaoSystem()
L.interreduced_basis()

n
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You will notice that we are not actually computing the system’s Grobner basis. Indeed,
even the best solvers (SAGE [2I], MAGMA [9], Singular [I6]) are unable to cope with this
system. There is, however, a simple transformation we can do that significantly reduces the
total degree of the original system: inter-reduction. Multivariate polynomial reduction is
nicely explained in [I0]; inter-reduction is the reduction of each polynomial in the system
in relation to every other one in the same system, with respect to some orderinﬂ. This
reduction is not unique — if it is, we are dealing with a Grébner basis — but it is very
helpful in reducing the complexity of the original system to manageable degrees. The system
obtained by the above script is shown in Appendix [B]

Looking closer at the inter-reduced system, we first notice the very same relation we
noticed initially: Bg; = Ag; + i mod 32 + ¥—i mod 32 Furthermore, each equation only has a
single variable in it, and is of the form

y11Ai6s + Y11 + Ao + AresBies + Ao + Biso + Bies + Bieo,

or

Y19B113 + Y19 Biss + AroaAi1s + AroaAiss + AroaBrig + Ar0aBiss + A113Bioa + A3 Biis
+ Aj14 + A158B1oa + A1ss Biss + Aisg + BioaBi1s + BioaBiss + Biis + Bi1a + Biss + Biso.

It is easy to see that those equations are actually not that dissimilar, and solving them
(for y;) is a matter of rewriting them as

yiX =Y,

For some polynomial X and Y that does not make use of neither x; nor y;. The above
examples can then be rewritten as

Y11 (Ases + 1) = Ajgo + AresBies + A16o + Bieo + Bies + Bieos

and

3In this case, we use the lexicographic ordering, SAGE’s default.
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Y19(Bi11s + Biss) = A1044113 + A10aA1ss + A104B113 + A104Biss + A113B1ioa
+ A113B113 + A114 + AissBioa + A158Biss + Aisg
+ BioaBi13 + BioaBiss + Biis + Biia + Bisg + Bisg.

Now, remember we are working over Fy; to solve for y;, X (when replaced by the actual
bits from A and B) must not be equal to 0! Some equations may not be solvable. Luckily,
we have 7 equations for each y; variable, and we only need to solve one of them. This results
in a very efficient approach:

Input: Equations F;;, 0<17<32,0<j<7;Ag,Ai,...,Ass; Bo,By,...,Boss.
Output: o, x1,...,T31,Y0, Y1, - -, Y31-
for i =0 to 32 do
forall the equations containing y; and not x; do
/] Eij=yX+Y
Obtain X and Y from Ej;;
// Evaluate X
Xy = X(Ao,Aq,...,As5,B0, By, ..., Bass);
// Evaluate Y
Y;) = Y(Ao, Al, PN ,A255, B(), B17 PN ,B255);
if X, # 0 then Set y; = Y, /X, and break;
end
end
for i =0 to 32 // Linear equations
do
Ti = Yi + A_8i mod 256 + B_8i mod 256
end
return Loy L1y---5L31,Y0, Y15 ---,Y31;

That’s it. Our C++ implementation of this solver runs in roughly 50000 CPU cycles, or
0.02 milliseconds, quite a long way from the target 30.

4  Still unsatisfied?

Our main interest is in the algorithm by itself and how it can be solved using a SAT solver.
We’ll calculate the bronze key to meet the crackme’s minimum requirements.
Here the algorithm in Python:

#!/usr/bin/python
def rol(a):

return ((a>>31) | (a<<1)) & OxFFFFFFFF;
def sub(a,b):

return (a-b) & OxFF;

4Guest section by andrewl, using alternative techniques. You can see his full solution in [4].



# for input serial "DEADBEEF-14530451"
edx = OxDEADBEEF
ebx = OxCAFEBABE

plain = [0xB7, 0x68, 0x83, Ox6E, 0x97, 0x20, 0xD1, 0xF2,
OxAF, O0x9E, 0x35, 0xCF, 0x1C, 0xCA, 0x97, 0x99,
0xAB, 0x05, 0xCC, 0x9A, 0xCB, 0x46, OxBF, 0x74, \
0x49, 0x38, 0x13, 0x57, O0xA4, O0xA3, 0xD5, 0x76]

~ -

output = []

for i in range(32):
temp = sub(plain[i], ebx & OxFF)
temp = temp ~ (edx & OxFF)
print ’%02X ’ % temp,
edx = rol(edx)
ebx = rol(ebx)

Now we can work in Linux where our SAT tools reside.

I like to think of the algorithm as a stream cipher. EDX and EBX are loaded with the
64-bit key. Every byte of plaintext gets mapped to one byte of ciphertext. The mapping
is simple: BL is subtracted, and DL is xored. Before the next byte is processed, EDX and
EBX are both rotated left. Here is an illustration of the process:

&3
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In the crackme, this stream cipher processes exactly 32 bytes. The input stream is
calculated from your HDD information, and presented as the unlock code. Then unlock
code for the bronze crackme is:

6E8368B7F2D12097 -CF359EAF9987CA1C-9ACCO5AB74BF46CB -5713384976D5A3A4 ,



Which expands to the 32-byte input stream

B7 68 83 6E 97 20 D1 F2 AF 9E 35 CF 1C CA 87 99
AB 05 CC 9A CB 46 BF 74 49 38 13 57 A4 A3 D5 76.

The hardcoded ciphertext that must result from encryption is

30 68 6F 77 34 7TA 64 79 38 31 6A 70 65 35 78 66
75 39 32 6B 61 72 36 63 67 69 71 33 6C 73 74 37.

Our job is to supply the key, i.e., the (EDX, EBX) pair such that encryption of the bronze
unlock code results in the hardcoded ciphertext.

Analysis

First, try to solve the problem by hand a bit to develop a feel of the difficulty of the problem.
For any single byte pair of plaintext and ciphertext (p;, ¢;) it’s quite easy to find 8 bits within
the key so that the mapping is correct. In fact, you can choose ANY byte in EBX to subtract,
since you can adjust the difference via the xor by the corresponding byte in EDX.

The value of the key for each byte mapping is completely open ended (256
possibilities). But actually choosing a value for the key for that mapping propa-
gates a constraint across the possibilities of the other parts of the key. And this
is the beauty of the algorithm.

Perhaps now you already “feel” a similarity with SAT. It’s very simple to satisfy a single
clause, but that choice of literals immediately constrains the choices available for making
satisfying assignments of literals in the other clauses. Most importantly, you can’t know that
a successive path of assignments will lead to a conflict until you actually commit to those
assignments and search onwards.

There is no algebra between arithmetic addition/subtraction and the xor operation so
we can’t hope to algebraically manipulate the equations and factor out any work.

It’s also worth knowing that the key space isn’t quite 64-bits. We can calculate a depen-
dency between the bits in EBX and EDX quite easily by analyzing what happens during the
add, xor process on the lowest bit of each of the 32 mappings (cf. Section .

Subtraction can be transferred to addition of the complemented subtrahend, plus 1.
Ignoring the carry to higher-order bits, the least significant sum bit can be written:

EDXO =~ /EBX0O ~ 1 = QOutByteO

Thus we can loop over all 32 bytes of the fixed ciphertext and determine this dependency
for each of the 32 bits of the key. Knowing EDX completely determines EBX, and vice-versa.

Enter SAT

We purposely do not use the dependency and leave the key space open at 64-bits. We're
curious if the SAT solver can easily “see” the dependency within the equations we generate.
We have no elegant conversion, despite our feeling that this problem is similar to SAT.
So we get dirty, dropping in combinatorial logic for a real adder and a parallel xorer. We
generate an 8-bit circuit for each of the 32 bytes of output, resulting in 256 equations.
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The adder is the simple ripple-carry variety with carry input. The first addend is the
plaintext byte, and the second addend is the complemented DL byte. For the 2’s complement
conversion to be complete, we require an extra unit of addition, but we do this by initializing
the adder’s carry input to 1. The resulting equations are:

sumO0=((plain0~/BLO) ~1)

suml=((plainl1~/BL1) " ((plain0~/BLO)+(/BLO*plain0)))

sum2=((plain2~/BL2) " (((plainl~/BL1)*((plain0~/BLO)+(/BLO*plain0)))+(/
BL1*plain1)))

sum3=((plain3~/BL3) " (((plain2~/BL2)*(((plainl~/BL1)*((plain0~/BLO)+(/
BLO*plain0)))+(/BL1*plainl)))+(/BL2*plain2)))

sum4=((plaind4d~/BL4) ~(((plain3~/BL3)*(((plain2~/BL2)*(((plaini~/BL1) *((
plain0~/BLO)+(/BLO*plain0)))+(/BL1*plainl)))+(/BL2*plain2)))+(/BL3*
plain3)))

sum5=((plain5~/BL5) ~(((plain4~/BL4)*(((plain3~/BL3)*(((plain2~/BL2)
*(((plainl1~/BL1)*((plain0~/BLO)+(/BLO*plain0)))+(/BL1*xplainl)))+(/
BL2*plain2)))+(/BL3*plain3)))+(/BL4*plaind)))

sum6=((plain6~/BL6) " (((plain5~/BL5)*(((plaind~/BL4)*(((plain3~/BL3)
*(((plain2”/BL2)*(((plainl~/BL1)*((plain0~/BLO)+(/BLO*plain0)))+(/
BL1i*plaini)))+(/BL2*plain2)))+(/BL3*plain3)))+(/BL4*plain4)))+(/BL5
*plainb)))

sum7=((plain7~/BL7) ~(((plain6~/BL6)*(((plain5~/BL5)*(((plain4~/BL4)
*(((plain3~/BL3) *(((plain2~/BL2) *(((plainl1~/BL1)*((plain0~/BLO)+(/
BLO*plain0)))+(/BL1*plainl)))+(/BL2*plain2)))+(/BL3*plain3)))+(/BL4
x*plain4)))+(/BL5*plainb)))+(/BL6*plain6)))

Each of these sum values is then xored with DL, and we desire the value to be the
ciphertext byte ¢;. So as a full example, we’ll write the equations so that EBX’s low byte and
EDX’s low byte get mapped to the first byte of ciphertext: 0x30. Note some simplification
have been applied to reduce circuit size.

0=(/ebx0~edx0)

0=((ebx1~(ebx0+/ebx0)) “edxl)

0=((ebx2" ((ebx1*(ebx0+/ebx0))+/ebxl)) " edx2)

0=((/ebx3" ((ebx2*((ebx1*(ebx0+/ebx0))+/ebxl))+/ebx2)) edx3)

1=((ebx4~(/ebx3*((ebx2*x((ebx1*(ebx0+/ebx0))+/ebx1))+/ebx2))) edx4d)

1=((ebx5"((ebx4*/ebx3*((ebx2*((ebx1*(ebx0+/ebx0))+/ebxl1))+/ebx2))+/
ebx4) )~ edxb)

0=((/ebx6" ((ebx5*((ebx4*/ebx3*((ebx2*((ebx1*x(ebx0+/ebx0))+/ebxl))+/
ebx2))+/ebx4d))+/ebxb)) “edx6)

0=((ebx7 " (/ebx6*x((ebx5*x((ebxd*/ebx3*((ebx2*((ebx1*(ebx0+/ebx0))+/ebx1l)
)+/ebx2))+/ebx4))+/ebx5))) “edx7)

Actually solving

Now we must just generate these equations for each of the 32 mapping{’} By the way, this
isn’t happening by hand. Circuit building and other SAT tools exist now in my keygenning
library kglib. The code to invoke it so that this circuit is built becomes rather small:

5The full listing is here: http://andrewl.dreamhosters.com/blog/2012-02-16/circuit_equs.txt


http://andrewl.dreamhosters.com/blog/2012-02-16/circuit_equs.txt

kglib = reload(kglib)

plain

[0xB7, 0x68, 0x83, O0x6E, 0x97, 0x20, 0xD1, O0xF2, \
0xAF, 0x9E, 0x35, OxCF, 0x1C, OxCA, 0x96, 0x99,
0xAB, 0x05, 0xCC, Ox9A, OxCB, 0x46, OxBF, 0x74,
0x49, 0x38, 0x13, 0x57, 0xA4, 0xA3, 0xD5, 0x76]

~ -

ciphr = [0x30, 0x68, 0x6f, 0x77, 0x34, Ox7a, 0x64, 0x79, \

bss
for

As in the solution to Shmoocon 2012’s “Blocky” [5], we use the Tseitin transformation [22]
to convert it to an instance of SAT. I won’t repeat the details here. The code to do this
through kglib is simple. We just join together all the equations from each byte mapping

0x38, 0x31, Ox6a, 0x70, 0x65, 0x35, 0x78, 0x66,
0x75, 0x39, 0x32, 0x6b, 0x61, 0x72, 0x36, 0x63, \
0x67, 0x69, 0x71, 0x33, Ox6c, 0x73, 0x74, 0x37]

= 32%[None]

i in range(32):

bitrange = [(-i+j)%32 for j in range(8)]

bss[i] = kglib.BoolSystem(8)

bss[i] .bitEquVal(8, plain[i])

bss[i].subtracter (map(lambda x: kglib.BoolParser("ebx%d" % x), bitrange))

bss[i] .xorer (map(lambda x: kglib.BoolParser("edx%d" % x), bitrange))

bss[i] .loadTargetsFromBits (8, ciphr[i])

~

and SAT solve them simultaneously.

temp = reduce(lambda x,y: x+y, bss)
temp.satSolve()

Conversion takes forever, but solving is nearly instant. The system as 2719 variables and
7678 clauses! Our input file, in DIMACS format, was fed to PicoSat [7].

statistics PicoSat provides when given the verbose flag:

C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C

13 iterations

0 restarts (0 skipped)

24 conflicts (11 uips = 45.8%)

0 adc conflicts

2719 dereferenced literals

49 decisions (0 random = 0.00%, O assumptions)

24 static phase decisions (0.9% of all variables)

2124 fixed variables

2914 learned literals

0.0% deleted literals

5035 antecedents (209.8 antecedents per clause)

11718 propagations (239.1 propagations per decision)
29072 visits (2.5 per propagation)

18687 binary clauses visited (64.3% 1.6 per propagation)
10385 ternary clauses visited (35.7% 0.9 per propagation)
0 large clauses visited (0.0% 0.0 per propagation)

16176 other true (55.6% of visited clauses)

8722 other true in binary clauses (53.9%), 372 upper (4.3%)
7454 other true in large clauses (46.1%), 1714 upper (23.0%)
13316 termnary and large traversals (0.5 per visit)

0 large traversals (0.0 per large visit)

Here are some



c 11794 assignments

c 80.8% variables used

¢ 0.0 seconds in 1library

¢ 3.5 megaprops/second

c 8.7 million visits per second

c recycled 0.0 MB in O reductions

c recycled 0.0 MB in 1 simplifications
c 0.8 MB maximally allocated

c 0.0 seconds total run time

I ran it several times to see if it would take longer, but it always said 0.0 seconds, so I
can’t get any better timing resolution than that without some effort. Oh yeah, and we want
to know what the answer was, right?

ebx0: 0 ebx1l: 1 ebx10: 1 ebxl1l: 0 ebx12: 0 ebx13: 0 ebxl14: 1 ebxlb: O
ebx16: 0 ebxl1l7: 1 ebx18: 0 ebx19: 0 ebx2: 0 ebx20: 1 ebx21: 0 ebx22: 0
ebx23: 0 ebx24: 0 ebx25: 0 ebx26: 0 ebx27: 0 ebx28: 1 ebx29: 0 ebx3: 0
ebx30: 1 ebx31: 1 ebx4: 0 ebxb: 0 ebx6: 0 ebx7: 0 ebx8: 1 ebx9: 0
edx0: 1 edx1: 0 edx10: O edxl11l: O edx12: O edx13: 1 edxl14: 1 edxl15: O
edx16: 0 edx17: 0 edx18: 1 edx19: 1 edx2: 1 edx20: 0 edx21: 1 edx22: 1
edx23: 1 edx24: 1 edx25: 1 edx26: 1 edx27: 0 edx28: 0 edx29: 1 edx3: 0
edx30: 1 edx31: 1 edx4: 0 edxb: 0 edx6: 0 edxT7: 1 edx8: 1 edx9: 1

This means EDX = 0xD0124502 and EBX = 0xE7EC6385. The key is entered as two hex
integers separated by a hyphen. The first integer goes into EDX, and the second into EBX,
but after being xor’d with EDX. So the final key value is E7TEC6385-37FE2687. You can use
this now to extract the source code from the crackme’s crackme_source.zip.

5 Dotting the i’s and crossing the t’s

It is now time to put everything together to make a working key generator. The challenge
starts by generating a hardware ID A (we will get to that later) of the form “HyH;-HyHjs-
H,Hs-HgH-;”, with each H; 32-bit long. It asks for a serial of the format “z-y”, both 32-bit,
such that expand(A, x, y~x) equals

{0x30, 0x68, 0x6F, 0x77, 0x34, 0x7A, 0x64, 0x79,
0x38, 0x31, Ox6A, 0x70, 0x65, 0x35, 0x78, 0x66,
0x75, 0x39, 0x32, 0x6B, 0x61, 0x72, 0x36, 0x63,
0x67, 0x69, 0x71, 0x33, 0x6C, 0x73, 0x74, 0x37}

This is precisely what we have covered in the previous sections. kao divides solutions
into 3 tiers:

Bronze medal To calculate a valid serial for the hardware ID “6E8368B7F2D12097-CF359EAF-
9987CA1C-9ACCO5AB74BF46CB-5713384976D5A3A4 7.

Silver medal Make a key generator for any hardware ID.
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Gold medal Make a key generator, and a decoder that finds out the original data from
which the hardware ID was derived.

Achieving bronze is easy by now: simply apply the method of the previous section to the
particular hardware 1D, and obtain “E7EC6385-37FE2687”. Silver medal is equally simple,
as the method is generic for any pair of A and Bff

Gold medal requires investigating the hardware ID generation. The code goes something
like this:

static void expand2(u8 out[32], const u8 in[32], u32 x, u32 y)

{
u32 i;
for(i=0; i < 32; ++i)
{
out[i] = (in[i] ~ x) + y;
x = ROL(x, 3);
y = ROL(y, 3);
}
}
static u32 LCG(const u32 x)
{
return x*0x8088405 + 1;
}
static void GenerateHwId(u8 HwId[32])
{
static const u8 HwPermutation[32] =
{
o, 11, 22, 1, 12, 23, 2, 13,
24, 3, 14, 25, 4, 15, 26, b5,
16, 27, 6, 17, 28, 7, 18, 29,
8, 19, 30, 9, 20, 31, 10, 21
};
static const u8 InputH[32] =
{
0xCF, 0x88, 0x9B, 0xCE, 0x9A, 0x99, 0xCD, 0x8D,
0x98, 0xCC, 0x8B, 0x97, 0xCB, 0x86, 0x95, 0xCA,
0x8A, 0x94, 0xC9, 0x96, 0x93, 0xC8, 0x90, 0x85,
0xC7, Ox8F, 0x87, 0xC6, O0x9E, 0x9C, Ox8E, 0x8C
};

u8 Buffer[32];

u32 Seedl = LCG(GetTickCount());
u32 Seed2;

6Provided a solution exists; there are 2512 (A, B) pairs, but only 254 keys.
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GetVolumeInformation(NULL, NULL, O, (LPDWORD)&Seed2, NULL, NULL, NULL, 0);
Seed2 = LCG(Seed2);

expand2 (Buffer, InputH, Seedl, Seed2);

for(u32 i

= 0; 1 < 32; ++i)
HwId[i] =

Buffer [HwPermutation[i]];

}
There are 3 tasks to perform here:

e Invert HwPermutation;
o Invert LCG;

 Solve expand2 for {Seed1,Seed2}.

Inverting the permutation is trivial enough; inverting LCG is too, but more interesting.
LCG itself should be familar to most: it is the function used in Borland Delphi for pseudo-
random number generatior[}

Tpt1 = 134775813z, + 1.

Inverting it is simple:

Tpo1 = 3645876429(z, — 1),

where 3645876429 is the inverse of 134775813 modulo 232

Solving expand2 follows virtually the same process as solving expand, and I will not
waste the reader’s time with details. The methods of the previous section can be adapted to
expand?2, as the resulting equation system is quite similar. Solving this system is essentially
as fast as solving expand.

6 Summary

In this document, we have seen how to solve “Toy Project” in increasingly efficient fashion.
This culminates in the application of algebraic cryptanalysis [17, 6], by translating the prob-
lem into a multivariate equation system over o, and solving it in that domain by standard
symbolic computation methods. Another approach is to model the problem as a satisfiability
(SAT) instance, and solve it using specialized tools for the task. Both approaches have been
used quite successfully in the last 10 years [20] [3, 13}, [15, 12, 1T} 14} [I], and continue to be
used to analyze block ciphers, stream ciphers, and hash functions with too low algebraic
degree.

"Not exactly; Delphi returns the highest 32 bits of the result, while LCG returns the lower. This makes
LCG a poor quality generator, and easy to invert.
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Note that the solution of expand can be specialized for the hardcoded B contained in the
challenge. Indeed, we can compute the full Grobner basis for this smaller system. However,
we found that the Grobner basis made for a worse solution (performance-wise) than our
method — the expression for xy alone contained 973 terms of degree up to 8! This is
certainly slower than our method, and thus we have not included it in the solution.
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A Search code

#include <stdio.h>
#include <stdlib.h>
#include <time.h>

#include <string.h>

typedef unsigned char u8;
typedef unsigned int u32;
typedef unsigned long long u64;

static u32 ROL(const u32 x, const unsigned c)

{
return (x << c¢) | (x > (32 - ¢));
}
static void expand(u8 out[32], const u8 in[32], u32 x, u32 y)
{
u32 i;
for(i=0; i < 32; ++i)
{
out[i] = (in[i] - %) ~ y;
x = ROL(x, 1);
y = ROL(y, 1);
}
}

static int expandcompare(const u8 A[32], const u8 B[32], u32 x, u32 y)
{

u32 i;

u8 out[32];

for(i=0; i < 32; ++i)
{

out[i] = (A[i] - x) ~ y;
if ( out[i] != B[i] )
return -1;

x = ROL(x, 1);
y = ROL(y, 1);
}
return O;

3

static void solve(const u8 A[32], const u8 B[32])
{
typedef struct
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u32 count;
u8 buf [256] ;
} candidate;

u32 r=0;

u32 x, i, j, k, 1;

candidate vByteO = {0};

candidate vBytel
candidate vByte2
candidate vByte3

{0%};
{0%};
{0%};

for(i=0; i < 32; ++i)

r |= (1&(A[(32-1)%32]

for(x=0; x < 256; ++x)

{

if ( (0xff&(BL 0] = (r >> 0) )) == (0xff&((A[ 0]-x)"x)) )

3

vByteO.buf [vByteO.count++] = x;

for(x=0; x < 256; ++x)

{

if ( (Oxff&(B[ 8] =~ (r >> 24) )) == (Oxff&((A[ 8]-x)"x)) )

}

vByte3.buf [vByte3.count++] = x;

for(x=0; x < 256; ++x)

{

if ( (Oxff&(B[16] =~ (r >> 16) )) == (Oxff&((A[16]-x)"x)) )

}

vByte2.buf [vByte2.count++] = x;

for(x=0; x < 256; ++x)

{

if( (0xf£f&(B[24] ~ (xr >> 8) )) == (Oxff&((A[24]-x)"x)) )

}

vBytel.buf [vBytel.count++] = x;

// Finite dimension, mo point recursing
for(i=0; i < vByteO.count; ++i)

{

const u32 b0 = vByteO.buf [i];
for(j=0; j < vBytel.count; ++j)

{

const u32 bl = vBytel.buf[j];
for(k=0; k < vByte2.count; ++k)
{
const u32 b2 = vByte2.buf [k];
for(1=0; 1 < vByte3.count; ++1)
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const u32 b3 = vByte3.buf[1];
const u32 x = (b0 << 0) | (bl << 8) | (b2 << 16) | (b3 << 24);

const u32 y = x ~ r;

if ( !expandcompare(A, B, x, y) )

{
fprintf (stderr, "Solved: %08X %08X\n", x, y);
return;
}
}
}
}
}
fprintf (stderr, "Failed.\n");
}
int main(int argc, char *xargv)
{
u8 A[32], B[32];
u32 x, y;
u32 i;
ubsd t;
srand (time (NULL)) ;
for(i=0; i < 32; ++i)
Ali] = randQ;
x = rand() | rand() << 16;
y = rand() | rand() << 16;
fprintf (stderr, "Original x and y: %08X %08X\n\n", x, y);
expand(B, A, x, y);
fprintf (stderr, "A[]: ");
for(i=0; i < 32; ++i)
fprintf (stderr, "%,02X ", A[il);
fprintf (stderr, "\n\n");
fprintf (stderr, "B[]: ");
for(i=0; i < 32; ++i)
fprintf (stderr, "%,02X ", B[il);
fprintf (stderr, "\n\n");
fprintf (stderr, "Attempting to solve...\n");
solve(A, B);
return 0;
}
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B Inter-reduced equation system

The full inter-reduced equation system for the code described in the introduction follows.
We remind you that z; and y; are the key bits, ordered from least to most significant; A; and
B; are the plaintext and ciphertext’s bits, also ordered from least to most significant bit, for
each byte b=0,1,...,31.

zo + Yo + Ao + Bo,

Ty + Y1 + Agsg + Bass,
T2 + Y2 + Aga0 + Baso,
T3 + Y3 + Agzz + Basa,
T4+ Ys + Agas + Baoa,
T5 + Ys + Aaie + Bae
T6 + Yo + Az0s + Baos
T7 + Y7 + Asoo + Baoo
T8 + ys + Aoz + Biga,
Tg + Yo + A1ss + Bisa,
T10 + Y10 + A6 + Bire
w11 + Y11 + Aies + Bles,
T12 + Y12 + Aieo + Bieo
r13 + Y13 + Ais2 + Bisa,
T14 + Y1a + Araa + Braa,
T15 + Y15 + A136 + Biss
T16 + Y16 + A12s + Biss,
T17 + Y17 + A120 + Bizo,
T18 + Y18 + A2 + Biia,
T19 + Y19 + Aros + Bioa,
T20 + Y20 + Age + Bos
T21 + Y1 + Ass + Bss,
T22 + Y22 + Aso + Bso,
T93 + Yoz + Ar2 + Bra,
T24 + Yoa + Aea + Bea
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To5 + Y25 + Ase + Bse

T26 + Yoo + Ass + Bus,

To7 + Yor + Aso + Buo,

Tog + Yo + Azz + Baa,

T29 + Yoo + A2s + Boy,

T30 + Y30 + A1 + Bis,

T31 + ys1 + As + Bs,

YoAo + yo + Ao By + Ay + Agsgs + By + By + Bosg,

YoBo + YoBss + Ao Ass + Ao By + Ao Bsa + Ag + Ay
+ As4Bo + As4Bsy + Ass + BoBsa + By + Bsy + Bss

yoBg + yoB54 + A(]Ag + A0A54 + A()Bg + A0B54 + AgBO + Ang + AlO
+ A5y By + As4Bsq + Ass + ByBg + ByBsy + By + Big + Bsa + Bss ,

YoBis + YoBsa + AgA1s + AgAss + AgBis + AoBss + A1sBy + A1gBig + Ajg
+ A5y By + As4Bsa + Ass + BoBis + BoBsa + Big + Big + Bsy + Bss

YoBaz + Yo Bsa + AgAar + AgAss + AgBar + AgBsy + Ao By + Az Bor + Aog
+ As4By + As4Bsa + Ass + BoBar + BoBsa + Bor + Bag + Bsy + Bss

YoBss + YoBsa + AgAse + AgAss + AogBss + AoBss + As¢ By + AsgBss + Asr
+ As4 By + As4Bsa + Ass + BoBsg + BoBsa + Bsg + B3y + Bsy + Bss

YoBis + YoBsa + Ao Aus + AgAsy + AgBys + Ao Bsy + Aus By + Aus Bys + Aug
+ As54By + A54Bsa + Ass + BoBys + BoBsa + Bas + Bag + Bsy + Bss

y1Aoas + y1 + Ao + AsugBoss + Asag + Baso + Baus + Bayg

Y181 + y1Bous + A1 Asus + A1 By + A1 Boys + Ag + Aous By
+ AsysBoss + Aoss + Aogg + B1Boys + By + By + Boyg ,

Y1810 + y1Boag + A10A24s + A1oBro + A10Bass + A1 + A Bio
+ AgusBoss + Aous + Asag + BioBaag + Big + Bi1 + Baag ,

Y1819 + y1 Bosg + A19Asus + A19Brg + A19Bass + Ao + AusBig
+ AsugBoss + Aous + Asag + Bi9Baug + Big + Bag + Bayg ,

Y1 Bag + y1 Boag + AogAgys + AsgBog + AggBosg + Aog + AgugBog
+ Agus Boss + Aous + Aogg + BagBoug + Bag + Bag + Bayg ,

y1Bs7 + Y1 Bosg + AgrAous + As7Bar + As7Boss + Asg + Agug By
+ AgusBoss + Aoas + Asag + B3y Boug + B3y + Bsg + Boyg ,

Y1 Bag + Y1 Boag + AucAsus + AseBas + AseBosg + Aur + AsusBag
+ AsusBoss + Aous + Aoag + BagBous + By + Bar + Boag ,

19



Yo Aoso + Y2 + Aaze + Asa0Baso + Asur + Basa + Bayo + Baai

Yo By + Yo Boyg + AgAsao + As By + AsBoyg + As + AssgAaag + AzaoBo + Aza0Baag
+ As49Baso + A249Baag + Asso + BaBaso + Ba + B3 + BayoBaag + Basg + Baso

Yo B11 + Y2 Boag + A11Asa0 + A11Bi1 + A11Baso + Arg + AsagAgag + AsaoBi1 + Azs9Baag
+ Ag49Baso + A249Bosg + Asso + Bi11Baso + Bi1 + Bia + BayoBaag + Baag + Baso

Yo Boo + Yo Boag + AsoAasg + AsgBag + AgoBaso + Aai + AssgAssg + Aza0Bag + AzsgBaag
+ Aga9Basg + A2a9Bosg + Asso + BagBaao + Bao + Bai + BaagBaag + Baag + Baso

Y2 Bag + Yo Bosg + AosgAssg + AsgBag + AagBago + Aso + Ao Aaag + Asa0Bag + A240Baag
+ As49Baso + A249Basg + Aaso + BagBaso + Bag + Bsg + BayoBasg + Basg + Baso

Yo Bss + Yo Boag + Asg Aoso + AsgBsg + AssBoso + Asg + AsugAsag + AagBss + AsagBaag
+ As49Baso + A249Basg + Asso + BssBaso + Bss + Bsg + BaygBaag + Basg + Baso

Y2 Baso + Y2 Basg + A2s0Asag + A240Baao + Aza0Basg + Agso + Ass
+ Ao49Baso + A249Baag + Asso + BaaoBaag + Bas1 + Basg + Baso

YsAaso + Y3 + Agos + AgzoBaso + Asgs + Boos + Baga + Bass

Y3 B3 + Y3 Baso + AsAase + AsBs + A3Baso + Ay + AozoAoso + Aasze By + Aaso Baso
+ Ags0Basa + A2s0Baso + Aasi + BsBass + Bs + By + Baso Baso + Baso + Basi

Y3 B1a + ysBaso + A12Asss + A12B1a + A19Bags + Ais + Asso Aaso + Aaze Bia + Aaza Baso
+ Ags0Basa + Azs0Baso + Aasi + BiaBasa + Bia + Bis + BagaBaso + Baso + Basi

Y3 Bo1 + y3Baso + Aa1 Agsga + Ag1 Bay + Aoy Baga + Agg + Aoz Aogso + AazeBar + Agza Baso
+ Ags0Basa + AzsoBaso + Aasi + Bai Basa + Bai + Bag + BagaBaso + Baso + Basi

Y3 Bso + Y3 Baso + AsoAasa + AsoBso + AsoBasa + Asy + AagaAssy + AaszeBsg + AazaBosg
+ AgsoBasa + AgsoBaso + Aasi + BsgBasa + Bao + Bsi + BagaBaso + Baso + Basi

Y3 Baga + Y3 Baso + A2gaAoso + AazaBaso + AazoBaso + Assa + Asss
+ Aos0Basa + A2s0Baso + Aasi + BasaBaso + Bass + Baso + Basi

Y3 Bas1 + y3Baso + AogaAosr + AszaAaso + AaszeBost + AasaBaso + Aoa1 Bass + Asg1 Bogs
+ Aogo + AosoBase + AssoBaso + Aast + Basa Bas1 + Baga Baso + Baai + Bass + Baso + Bosi

YaAoos + ya + Ao + As2a By + Asas + Bois + Baga + Baos

Ys By + yaBos1 + AgAgos + AyBy + AyBooy + As + AgogAss1 + Asoa By + Agos Bosy
+ Ags1Bagy + Ags1Basi + Asse + ByBogy + By + Bs + BaoyBos1 + Bas1 + Basa

YaB13 + ysBosi + A13As0s + A13Bis + A13Boss + A1 + AgosAsst + AsaaBis + Asoy Bosy
+ Ags1 Bogy + Aos1 Basi + Aase + Bi3Bagy + Bis + B + BagaBosi + Basi + Basa

YaBaoo + ysBos1 + Ao Asoy + AsaBos + AsaBooy + Aog + AgosAsst + AsaaBas + Asoy Bosy
+ Ags1 Bogy + Aos1 Basi + Aase + BaaBagy + Bas + Bas + BagyBosi + Basi + Basa

Y4By + yaBas1 + Agoa Aozt + AsosBooy + AsoaBost + Agos + Agos
+ Aos1 Bagy + Ags1 Basi + Asse + BaaaBas1 + Baas + Bas1 + Basa
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Y4 Bass + yaBas1 + AsoaAsss + AoogAosy + AgoaBass + AgoaBasi + Azss Baog + Aass Bass
+ Aozy + Aos1 Booy + Aosi Bost + Aase + Bagy Bags + Baoy Bosy + Bass + Basa + Basi + Bosa

YaBoyo + yaBaos1 + AsoaAsgs + Aoy Aosi + AsoaBoso + AsaaBasi + A2aaBoog + AzaoBayo
+ Aoyg + Aos1 Booy + Assi Bost + Aase + Basy Basa + Baoy Bosy + Boss + Boss + Basi + Basa

Y5 Aore + ys + Aaos + Aa16B216 + Ao17 + Baos + Bais + Bair,

YsBs + Y5 Base + A5 Asig + AsBs + A5 Boig + Ag + AaigAasa + Ag16B5 + Ag16Base
+ AgsoBaie + AgsaBasa + Asss + BsBaig + Bs + Bg + Bai16Basa + Basa + Bass

Y5 B14 + ys Boso + A14A916 + A14Bra + A14Bois + A1s + Asi6Aase + As16B1s + A216Base
+ AgsoBa1s + AosaBasa + Aass + BiaBais + Bia + Bis + BaisBasa + Basa + Bass

Y5 B216 + Y5 Basa + A216Aas2 + A216Bo16 + Aa16B2s2 + Agie + Aoz
+ AgsoBaig + AzsaBase + Aass + Bai6Basa + Boi7 + Basa + Bass

Y5 Bags + Y5 Basa + A216A295 + Asi6Aase + As16B225 + Ao16Base + Azos Baig + Agzs Baos
+ Agos + Aosa Boig + Asso Basa + Aass + Bai6Baos + B216Basa + Bags + Basg + Basa + Bass

Y5 Basa + ys Basa + Asi6Asss + Ao1eAase + Az16Bass + A16Base + AszaBore + AszaBoss
+ Aggs + Aosa Boig + Aoso Basa + Aass + Bai16Basga + Ba16Basa + Basa + Bags + Basa + Bass

Y5 Bays + Y5 Basa + A216A243 + Ao16Aase + Az16 8243 + Ao16Basa + A2a3Bais + Az Boys
+ Aoy + AosoBorg + Aaso Baso + Agss + Ba16Baas + Ba16Basa + Baas + Basa + Bosa + Bass

Yo Aoos + Y + Aaoo + A20sBaos + Az09 + Bago + Baos + Baog

Y6 Bs + Y6 Bass + AgAaos + AsBs + AsBaos + A7 4+ AaogAass + Asos Bs + Ao Bass
+ Aosg Bogg + Ags3 Bass + Agsy + BeBogg + Bg 4+ B7 + Baog Bass + Bass + Basa

Y6 Baos + Y6 Bass + Ao Aass + AsosBaos + A20sBass + Aaos + Asgg
+ Ags3Baos + AgssBass + Assa + BogsBass + Bagg + Bass + Basa

Y6 Ba17 4+ Y6 Bass + Aosog Asir + Asos Aass + AsosBair + Asos Bass + Ag17Baos + A7 Boair
+ Aoig + Aoss Boos + Aass Boss + Aasa + Boos Ba17 + Baos Bass + Boir + Bais + Bass + Bosa

Y6 Bazs + Y6 Bass + Aosog Asos + Asos Aass + AsnsBaos + Ao Bass + Asas Baos + Azos Bass
+ Agor + Aoss Boos + Aass Bass + Aasa + Boos Baos + Baos Bass + Bagg + Baor + Bass + Bosa

Y6 Bass 4 yYs Bass + Ao Aazs + Asos Aass + Asns Bags + Ao Bass + Aass Bags + Aags Bass
+ Agse + Aosz Boog + Aass Bass + Agsa + Bogg Bass + Baos Bass 4 Bass + Bage + Boss + Basa

Y Boaa + Ys Bass + AgogAsas + AsogAass + Asos Boaa + Asos Bass + AzaaBoos + Azaa Bosy
+ Aoss + Aosz Boos + Aoss Bass 4+ Aasa + Boos Baaa + Baos Bass + Boas + Boss + Bass + Basa

yrAsoo + y7 + A9z + Aa00Ba20o + A201 + Big2 + Bago + Bao1

Y7 Baoo + y7Bass + A200Aa54 + A200Baoo + A200B2sa + Asoo + Asor
+ Ags4Bago + Azs1Basa + Asss + BaooBasa + Bao1 + Basa + Bass

Y7 Ba0g + y7Bass + A200A209 + A0 Aasa + As00B209 + As00Bass + A209Bano + Aa09 Bagg
+ Ag1o + Aoss Bogo + Assa Basa + Aass + BaogoBaog + Baoo Basa + Baog + Baio + Basa + Bass
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Y7 Bo1s + y7Bass + A200A21s + Ao Aass + Azo0Bais + AsooBasa + A218Bago + Aa18Bo1s
+ Aoig + Aosa Bogo + Aasa Basa + Aass + Baoo B21s + BaooBasa + Bais + Baig + Basa + Boss

Y7 Baa7 + y7Bass + AsgoAaer + AaooAasa + AsnoBaar + AsooBasa + AsarBaoo + Aaer Baor
+ Agog + Aosa Bogo + Aasa Bosa + Aass + Booo Baar + Baoo Basa + Baor + Basg + Basa + Boss

Y7 Base + y7Bass + AsooAase + Ao Aasa + AsooBase + AsooBasa + Azse Baoo + Aaze Base
+ Aogr + Aoss Bogo + Aasa Basa + Aass + BaooBass + BaooBasa + Base + Basr + Basa + Boss

Y7 Baus + y7Basa + AgooAzas + Ao Aasa + AsooBaas + AsooBasa + Azas Bago + Asas Bass
+ Aose + Aosa Bogo + Aosa Basa + Aass + BaooBaas + BaooBasa + Baas + Boag + Basa + Bass

ysAi92 + ys + Aisa + A192B192 + Aigs + Bisa + Biga + Bios,

YsB192 + ysBass + A192A246 + A192B192 + A192Bass + A1g2 + A1os
+ Ao Biga + A2a6Boss + Asar + Br92Bass + Bi9s + Bass + Baar,

YsBao1 + ysBass + A192A201 + A192A246 + A192Bo201 + A192Baas + A201 Bioz + Az01Baor
+ Aoog + Aose Broo + Asae Boss + Az + Bro2 Bao1 + BigaBaas + Baoi + Baoe + Bass + Boar

YsBa1o + ysBass + A192A210 + Ar92Asas + A192B210 + A192Boss + A210B192 + A210Ba1o
+ Agi1 + Aoue Brog + Asu B + Agar + Br92Ba1o + BigaBoag + Baio + Bai1 + Basg + Boar ,

Ys Bo19 + ys Bass + A1924219 + A192A246 + A192B219 + A192Bass + A219B1g2 + Az19Bo1g
+ Agoo + Aoae Brog + A Baag + Asar + Broa Baig + BigaBass + Baig + Bago + Boag + Baar

Ys Baas + ys Bass + A192A298 + A192Asa6 + A192Boas + A192Bass + A2osBrgo + Agog Baog
+ Aoog + Aoss Broo + Asue Boss + Asar + Br92 Bass + Bi19a Boag + Bass + Basg + Boss + Boar

YsBasg7 + ysBass + A192A237 + A192Asas + A192Basr + A192Bass + Asgr Biog + Aazr Basy
+ Aosg + Aosg Broo + Asue Boss + Asar + Bro2 Bagr + BigaBoag + Basr + Bass + Bass + Boar

YoAisa + Yo + Ar76 + A1saBiga + Aiss + Bize + Bisa + Biss

YoDB1sa + Yo Bags + AigaAass + A18aBisa + A18aBass + A1sa + Auss
+ Aoss Bigy + Aogs Bass + Aasg + BisaBass + Biss + Bags + Bago

Yo DB193 + Y9 Bass + A1 A193 + A1 Aazs + A1saBios + A1saBass + A193B1sa + A193B193
+ Aygq + Aoz Bisa + Aasg Boss + Aasg + BisaBigs + BigaBass + Bios + Bioa + Bass + Basg

Y9 B2 + Y9 Bass + A1gaAone + A1gaAazs + A1gaBoga + A1saBass + Az02B1sa + Azpe Bag
+ Aooz + Aoz Bisa + Asss Bass + Aasg + BisaBaoa + BigaBass + Baoa + Baos + Bass + Basg

Yo Bo11 + yoBass + AigaAain + AigaAazs + A1gaBor1 + A1gaBass + Ag11Bisa + Az11 8oy
+ Agio + Agsgs Bisa + Assg Bass + Aasg + BisaBa11 + BigaBass + Bai1 + Baig + Bass + Bagg ,

Yo Baso + Y9 Bags + A1gaAoog + A1saAass + A1gaBasg + A1saBass + A200B1sa + Aa20Baao
+ Agoy + Aoss Bigy + Agss Bass + Aagg + BisaBago + BigaBags + Bagg + Bag1 + Bass + Basg

Yo Bagg + ygBags + A1gaAssg + A1 Aazs + A1gaBasg + A1saBass + A9 Bisa + AggBagg
+ Aogo + Aoz Bisa + Aasg Bass + Aasg + BisaBasg + BigaBass + Basg + Baso + Bass + Basg

y10Ai76 + Y10 + Ares + Air6Bire + Av7r + Bies + Bire + Birr,
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Y10Bi76 + y10Baso + A176Aazo + Air6Bire + A176 Bago + Arre + Airr
+ AssoBi76 + A230Baso + Aasi + Bi76Baso + Birr + Baso + Basi

Y10Biss + yi10Bazo + ArreAiss + AireAszo + Ar76 Biss + Air6Baso + A1gs Bire + Aiss Biss
+ Aige + AazoBire + AaszoBaso + Agsi + B¢ Biss + Bire Baso + Biss + Bige + Baso + Basi

Y10B194 + Y10Bazo + A176 A19a + Ar76Asso + Ar76Bioa + Ai76 Baso + A19aBi7g + A194Biga
+ Ajgs + Aazo Bi7e + Aoz Baso + Aas1 + Bi76Biga + Bi76 Baso + Bioa + Bigs + Bago + Baai

Y10B203 + Y10Baso + A176A20s + Ai76A2s0 + A176 Baos + A176Baso + A203Bize + A203Baos
+ Ao + AozoBire + AaszoBaso + Ags1 + Bi7¢ Baos + Bire B2so + Baos + Baos + Bago + Basi

Y10B212 + Y10Bazo + A176 Ao12 + Ar76Asso + ArreBaia + A176 Baso + Aa12Bi76 + A212B212
+ Aoig + Aazo Bire + AasoBaso + Aasi + Bi76B212 + Bi76 Baso + Baia + Baig + Baso + Baai

Y10B291 + y10Baso + A176 A1 + Aiz6Aszo + A176 Boor + A176Baso + A1 Bire + Ag1 Bao
+ Aggg + Agzo Bi7e + AazoBaso + Aas1 + Bi76Bag1 + Bire Baso + Bagi + Bags + Bago + Baai

Y11 4168 + Y11 + Ao + AresBiss + Ao + Biso + Bies + Bigo ,

Y11 B16s + Y11 Baze + A1s Agaz + Ar6sBies + AresBaza + Aies + Aieo
+ AgooBigs + A2 Bago + Asas + BiesBaaa + Bigg + Do + DBaos,

y11B177 + Y11 Bage + A1es A177 + Ares Ao + Ares Birr + Ares Baze + A177Bies + A177Birr
+ Ai7s + Agga Bigs + Ao Bago + Agos + Bies Bi7r + Bies Baoa + Bi7r + Birs + Bago + Baas

Y11 B1se + Y11 Bage + Aves A1se + Ares A2 + Ares Bise + A1sBaze + A1s6Bies + A1se Biss
+ Ayg7 + Ao9o Bies + Aoo Bogo + Asos + Bies Biss + Bies Bazo + Bise + Bisr + Bago + Boaos

Y11 B195 + Y11 Bage + A1es Ar9s + Ares Az + AresBios + A1es Baze + A195Bies + A195B19s
+ Aig + Aoga Bigs + Ao Baog + Ags + Bies Bros + Bigs B 4+ Bios + Bigs + Baga + Baas

Y11 Boos + Y11 Baze + A16s Aoos + Ar6s Ao + AresBaos + Ares Bazo + As0aBiss + A20aBaoa
+ Agos + Asga Bigs + Ao Baga + Agas + Bies Baoa + Bies Baoa + Baoa + Bags + Baga + Baas

Y11 Bo13 + Y11 Bage + Aves Aoz + Ares Az + Ares Baig + Aies Base + Aa13B1es + A213B213
+ Aoiy + Aooo Bies + Ao Bogo + Agos + Bies B213 + Bigs Bago + Bais + Baig + Bago + Boos

Y12A160 + Y12 + Ais2 + AreoBieo + Aie1 + Bis2 + Bieo + Bier s

Y12B160 + Y12Baia + Are0A214 + Ar60Bico + AreoBaia + Areo + Ais1
+ A914Bi6o + A214B214 + As1s + BieoB214 + Bis1 + Bo1a + Boas

Y12B169 + Y12Ba1a + A160A169 + Ar60A214 + Ar60Biso + A160B21a + A169Biso + A169Bieo
+ Ay70 + A214Biso + A214Bora + Ao1s + BisoBiso + Bi6oBa1a + Bieo + Bi7o + Baia + Bais

Y12B17s + y12Bo1a + AreoAirs + Ar0A214 + A160Birs + Ar60B214 + A17sBigo + A17sBirs
+ Ay79 + A214Bieo + A214Bora + Ao1s + BieoBirs + BisoBaia + Bizs + Bizg + Baia + Bais

Y12B1s7 + Y12Ba1a + A160A1s7 + Are0Ao1a + AreoBisr + Ai0B21a + A1s7Biso + Ai1s7Bisy
+ Aigs + A214Bigo + A214Bora + Ao1s + BisoBisr + Bi6oBaia + Bisr + Biss + Boia + Bois
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Y12B196 + Y12B214 + A160A196 + Ar60A214 + Ar60B1os + A160B214 + A196Bieo + A196B1gs
+ Ayg7 + A214Biso + A214Bo1a + Ao1s + BisoBigs + Bi6oB21a + Bios + Bior + Baia + Bois .

Y12Baos + Y12 Ba1a + A160A0s + Ar60A214 + Ar60B20s + A160B21a + A5 Bieo + A0 B20s
+ Aoos + A214Breo + A214Bora + Ao1s + BisoB20s + Bi6oBa1a + Baos + Baos + Baia + Bois

Y1312 + Y13 + Araa + AisoBise + Aiss + Biaa + Bisa + Biss

Y13B152 + y13Boos + A1s2A206 + A1s2B152 + A152Baos + Aise + Aiss
+ Asos Bis2 + A206Baos + A7 + BisaBaos + Biss + Bags + Baor

Y13B161 + Y13 Baos + A1s2A161 + Ai1s2As06 + A1s2Bi61 + A1s2Baos + A161B1s2 + Ai61 Bis1
+ Ao + Aoos Bis2 + Ao Baos + Asor + Bis2 Bie1 + Bis2a Baos + Biei + Bisz + Baos + Boor »

Y13B170 + Y13 Baos + A1s2 A170 + Ais2Asos + Ais2Bi7o + A1s2Baogs + A170Bis2 + Ai70Biro
+ Ay71 + Aoos Bise + Ao Baos + Asor + Bis2 Bi7o + Bisa Baos + Bio + Biri + Baos + Boor

Y13B179 + Y13Baos + A1s2 A179 + Ais2Asos + Ais2Bi79 + A1s2Baos + A179Bis2 + A179Birg
+ A0 + Aaos Bis2 + Ao Baos + A7 + Bis2 Bi7g + Bisa Baos + Birg + Biso + Baos + Baor

Y13B1ss + Y13 Boos + A1s2A1ss + A1s2A206 + A152Biss + A152 8206 + A1ss Bisa + A1ssBiss
+ Ajgg + Agos Bis2 + Ao Baos + A2o7 + Bis2 Biss + BisaBoos + Biss + Bisg + Baos + Baor

Y13B197 + Y13 Baos + A1s2A107 + A1s2As0s + A1s2Bior + Ais2Baos + A197Bis2 + A197Bior
+ Aigs + Aoos Bisz + A6 Baoe + A207 + Bisa Bior + BisaBaos + Bior + Bigs + Baos + Baor

Y14 144 + Y14 + Aize + A144Braa + A1as + Bise + Biaa + Buas

Y14B14a + Y14 Bros + AraaAros + Ar4aBrag + Ar44Brog + Ajag + Aiss
+ Ai19s Biag + A19sBros + A19g9 + BraaBios + Bias + Bigs + Bigo

Y14B153 + Y14 Bios + A14aAi1ss + AraaAios + A14aBiss + A144Bios + A153B144 + A153Bi1s3
+ Aysy + Aig9s Braa + A19g Bios + A1gg + B1aa Bis3 + BiaaBiog + Biss + Bisa + Biog + Biog

Y14B162 + Y14 B1os + A1aa A2 + Ar4aAros + A144Bisa + A144Bros + A162B1aa + Ar62Bieo
+ Aj63 + A19s Braa + A19s B1os + A199 + B1aaBig2 + B14aBios + Bis2 + Bies + Bios + Biog »

Yy14B171 + Y14 Bros + AraaAirn + AraaAvos + AraaBimn + A4 Bros + A1 Biaa + A1 Bin
+ Ay7o + A19s Braa + A19s Bios + A19g + Braa Bim1 + Biaa Bios + Bi71 + Bira + Bios + Biog »

Y14B1so + Y14 Bros + AraaA1so + AraaArgs + A144Bigo + A144Brog + A1soBiaa + A1soBiso
+ Ayg1 + A19s Brag + A19s Bios + A1gg + B1aa Bigo + Biaa Bios + Biso + Bisi + Bios + Biog

Y14B1sy + Y14Brog + AraaA1gg + AraaAigs + A144Bigg + A144Brog + A1sgBiaa + A1soBisg
+ Aygo + A19s Braa + A19s Bios + A19g + B1aaBigg + Bi4aBios + Bisg + Bigo + Bios + Biog

Y15A136 + Y15 + Aros + Ai36Bise + Aisr + Bias + Bise + Bisr,

Y15B136 + Y15 B1go + A136A190 + AiseBise + A136Bioo + A1se + Aisr
+ Ai190Bi3s + A190B1go + A191 + BissBigo + Bis7 + Bigo + Dot ,

Y15 B1as + Y15 Bigo + A136Aras + AizeAigo + A136 Bras + Ai36Bioo + A1as Bise + Aras Bias
+ Aya6 + A190Biss + A190B19o + A191 + Bi3eBias + Biss Bioo + Bias + Bias + Bigo + Bio1 »
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Y15B154 + Y15 B0 + A136 A1sa + Ai13sArgo + A1s6 Bisa + Ais6 Broo + A154B1ss + A154Bis4
+ A5 + A190Biss + A190B1go + A191 + Bi3s Bisa + Biss Bioo + Bisa + Biss + Bigo + Bio1 »

Y15 B163 + Y15 Bioo + A136Ares + Aiz6Ai90 + A136Bies + A136Bioo + A1e3Biss + A6z Bies
+ Aiga + A190Biss + A190B1go + Ai91 + Bi3s Bies + Biss Bigo + Bies + Biga + Bioo + Bio1

Y15 B172 + Y15 B1oo + A1ss A172 + AiseArgo + Aise Bire + A136Bioo + A172Biss + A172Bire
+ Ay73 + A190Biss + A190B19o + A191 + Bise Bira + Biss Bioo + Bire + Bizs + Bigo + Bio1 »

Y15 B1s1 + Y15 Broo + A1zsA1s1 + AiseAigo + AiseBisi + A1z Bioo + A1s1Biss + A1s1Bis1
+ Aigo + A190Biss + A190Bigo + A191 + BiseBig1 + Biss Bigo + Bisi + Bise + Bigo + Bio

Y16 4128 + Y16 + A120 + ArasBros + A129 + Bi2g + Bi2s + Biag

Y16B12s + Y16 Bis2 + A12sA1s2 + A10sBios + A1asBiga + Ajas + Aiag
+ AisoBios + AigaBise + Aiss + BiagBisa + Biag + Bisa + Biss,

Y16B137 + Y16 Bis2 + A12sA1s7 + A1os Arsa + ArasBisr + AiosBiso + A137Bias + A137Bisy
+ Aiss + A1 Biog + A1so Bisgo + Aigs + Biog Bis7 + BiagBiga + Bisr + Bigs + Biga + Biss,

Y16B146 + Y16 Bisa + A12sAra + ArasArgo + A12gBrag + A12sBis2 + A1a6Bias + Ar46B14s
+ Aya7 + Ay Brog + A1go Biga + Aiss + Bias Biag + Biag Biso + Biag + Biar + Bisa + Biss ,

Y16 B1ss5 + Y16 Bis2 + A12s A1ss + A1asAisa + ArasBiss + A12sBise + A155B1as + A1s5Biss
+ Aise + A1 Bros + A1se Biso + Aigs + Bias Biss + BiasBisa + Biss + Bise + Bisa + Biss

Y16B16a + Y16 Bis2 + A12sA16a + A1osA1so + A12sBiea + Ar2sBisa + A16aB1as + A164Biea
+ Aygs + A1g2Bros + A1so Bisa + Aiss + B1as Biga + Bias Bisa + Biea + Bies + Bise + Biss

Y16B173 + Y16 Bis2 + A1as A17s + A1asAiga + ArasBirs + A19s Bise + A173B1as + A173Birs
+ Ay7y + Aigo Brog + A1go Bisa + Aiss + Bias Bi7s + Biag Biso + Bi7s + Bi7a + Biso + Biss ,

yirA120 + Y17 + Aria + Ai20Bi2o + Ai21 + Biig + Bigo + Biar

Y17 B120 + Y17 B174 + A120A174 + A120B120 + A120Bi7a + A1o0 + A1
+ Ay174B1oo + A174B174 + Av7s + Bi2oBira + Bio1 + Birg + Birs

Y17B129 + Y17 B17a + A120A129 + A120A174 + A120B129 + A120B17a + A129B120 + A129B12g
+ Ay30 + A174Broo + A174Bi7a + Avrs + BiaoBigg + Bi2oBi7a + Bi2g + Biso + Bira + Bars

Y17B13s + Y17 Bi7a + A120A13s + A1o0Aira + Ar20Biss + A120Bi7a + A13sBiao + Ai13sBiss
+ Ay39 + Ay74Broo + A174Bi7a + Airs + BiaoBiss + Bi2oBi7a + Biss + Bisg + Bira + Birs ,

Y17B1ar + Y17 Bi7a + A120A1ar + Aro0Airs + Ar20Biar + Ar0Bi7a + A1a7Biog + A147Biar
+ Ayag + Ai74Broo + A17aBi7a + Airs + BiaoBiar + BiooBi7a + Biar + Biag + Biza + Birs

Y17B1s6 + Y17 B17a + A120A156 + A120A174 + A120Bise + A120B17a + A156B120 + A1s6Bise
+ Ais7 + A174Broo + A174Bi7a + Ai7s + Bi20Bise + Bi2oBira + Bise + Bisr + Biza + Birs

Y17B16s + Y17 B17a + A120A165 + A120A174 + A120Bies + A120B17a + A165Bi2o + A5 Bies
+ Aye6 + A174Broo + A174Bi7a + Airs + Bi20Bies + Bi2oBi7a + Bies + Bies + Bira + Birs

yisAi12 + y1s + Aros + A112B112 + A1is + Bioa + Biig + Bias
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y1sB112 + y1sBies + A112A4166 + A112 8112 + A112Bies + A112 + A1
+ A6 Br12 + Are6Bies + A1er + B112B166 + Biis + Biss + Bier

Y18B121 + Y18 Bies + A1124121 + A112A4166 + A1128121 + A112B1es + A121B112 + A121 B
+ Ay99 + As66Br12 + A166 Bies + Are7 + Br12B121 + Bi12Bies + Bi21 + Bi2e + Bies + Bier s

Y18B13o + Y18 Bies + A112A130 + Ar124166 + A112B130 + A112Bies + A130B112 + Ai130Biso
+ Ayg1 + Ase6Bri2 + Aies Bies + Are7 + B112B130 + Bi12Bies + Biso + Bisi + Bies + Bier

Y18 B39 + Y18 Bies + A112A139 + A112A166 + A112B139 + A112B1es + A139B112 + A139Bi3g
+ Ay40 + As66Br12 + A166 Bies + Are7 + B112B139 + Bi12Bies + Bisg + Biao + Bies + Bier

Y18 B1as + Y18 Bies + A112A14s + A112A166 + A112B14s + A112Bies + A14sBii2 + A1asBias
+ Aya9 + As66Br12 + A166 Bies + Are7 + B112B1as + Bi12Bies + Bias + Biag + Bies + Bier s

18 Bis7 + y1sBies + A1124157 + A112Aie6 + A112Bis7 + A112Bies + A1s7B112 + A157Bisy
+ Ayss + Ai6Bri2 + Aie6 Bies + Are7 + Br12B1s7 + Bi12Bies + Bisr + Biss + Bies + Bier

Y19A104 + Y19 + Aos + A104B104 + A1r05 + Bos + Bios + Bios

Y19B104 + Y19 Biss + A10aA1ss + A10aBios + Ar0aBiss + Aios + Aios
+ A58 Broa + AissBiss + Ais9 + BioaBiss + Bios + Biss + Bisg

Y19B113 + Y19 B1ss + A10aA113 + Ar0aAiss + Ar0aBiis + A104Biss + A113B1oa + A113B113
+ Aj1a + Ais8Broa + A1ss Biss + Aisg + BioaBi1s + BioaBiss + Bi1s + Biia + Biss + Biso

Y19B122 + Y19 B1ss + A10aA122 + A10aAiss + Ar0aBi2a + A104Biss + A122Bioa + A122 81922
+ Aj93 + A158 Broa + A15s Biss + Aisg + BioaBisa + BioaBiss + Bi2e + Bi2s + Biss + Bisg

Y19B131 + Y19 Biss + A10aAi131 + AroaAiss + AroaBis1 + A104Biss + A131B1oa + A131Bis1
+ Ao + A58 Bioa + Aiss Biss + Aisg + BioaBi3i + BioaBiss + Bisi + Biga + Bisgs + Bisg

Y19B140 + Y19 B1ss + A10aA1a0 + A10aA1ss + Ar04B1ao + A104Biss + A140Bioa + A140 B0
+ Ais1 + Ais8Broa + Aiss Biss + Aisg + BioaBiao + BioaBiss + Biao + Bia1 + Biss + Biso

Y19B149 + Y19 B1ss + A10aA1a9 + Ar0aAiss + Ar0aBrag + A104Biss + A1a9Bioa + A149Biag
+ Ay50 + Ai58 Broa + A1ss Biss + Aisg + BioaBiag + BioaBiss + Biag + Biso + Biss + Bisg

Y20Ags + Y20 + Ass + AgsBos + Ag7 + Bgs + Bos + Bor

Y20Bos + Y20B150 + AgsA150 + Ags Bos + Ags Biso + Ags + Aoz
+ A150Bos + A150Bis0 + A1 + BosBiso + Bor + Biso + Bis

Y20B105 + Y20B150 + Ags A10s + Ags A1s0 + Ags Bros + AgsBiso + A0 Bos + A105Bios
+ Avos + Ais0Bos + A150B150 + Ais1 + BogBios + BogBiso + Bios + Bios + Biso + Bisi

Y20B114 + Y20 Biso + AgsA114 + AggArs0 + Ags Br1a + AgsBiso + A114Bos + A114B114
+ A5 + Ais0Bos + A150Bis0 + Ais1 + BosBi1a + BogBiso + Biia + Biis + Biso + Bisi

Y20B123 + Y20 Bis0 + Ags A1z + Agg A0 + Ao Brag + AgsBiso + A123Bos + A123B123
+ Aia4 + A1s0Bos + A150B1s50 + Ais1 + BosBi2s + BogBiso + Bias + Bi2a + Biso + Bis1
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Y20B132 + Y20Bis0 + AgsA132 + Agg Ao + Ao Bise + AgsBiso + A132Bog + A132Bi32
+ Aiss + Ais0Bos + A150B1s0 + Ai1s1 + BosBisa + BogBiso + Bisa + Biss + Biso + Bisi »

Y20B141 + Y20 B1s0 + Ags A1a1 + AgsA1s0 + Ags Bra1 + Ao Biso + A141 Bos + A141B1a
+ Aiso + Ai1s0Bos + A150B1s0 + Ais1 + BosBia1 + BogBiso + Bia1 + Biaa + Biso + Bisi

Yo1Ags + Y21 + Ago + AgsBgs + Agg + Bgg + Bsg + Bsg ,

Y21 Bss + Y21 Brag + AggA1aa + AgsBss + AgsBiaa + Ass + Asg
+ A142Bss + A142B1ag + Az + BggBiag + Bsg + Biag + Bias,

Yo1Bor 4 y21 Brag + Agg Agr + Agg Av1ag + Aggs Bor + Agg Brag + Ag7Bss + AgrBor 4 Aos
+ A149Bss + A142B142 + A1as + Bss Bor + Bgs B1aa + Bor + Bos + Bia + Buss,

Y21 B106 + Y21 Braz + AssAros + AssA1a2 + AssBios + AssBraz + A106Bss + A106 B1os
+ Aio7 + A142Bss + A149B142 + Avas + Bss Bios + BssBiaa + Bios + Bior + Biae + Bias

Yo1B115 + Y21 Brag + AgsAi1s + Agg Arag + Agg Biis + AggBiao + A115Bss + A115B115
+ A6 + A142Bss + A149B142 + A1z + BssBi1s + BsgBiaa + Biis + Biig + Biaz + Bias

Yo1B124 + Y21 Brag + AgsAroq + Asg Arao + Agg Broa + AgsBiaa + A124Bss + A124B1os
+ Aios + A142Bss + A142B1ag + Az + BggBioa + BsgBiag + Bioa + Bias + Biag + Biag ,

Y21 B133 + Y21 Bras + Asg A3 + AgsA14o + AssBigs + AssBraz + A133Bss + A133 B33
+ Aysq + A142Bss + A142Brag + Aiaz + BsgBi3s + BsgBiag + Biss + Bisa + Biao + Bias ,

Yoo Ago + Yoo + Aza + AgoBgo + As1 + Bra + Bso + Bsi

Y22 Bso + y20B134 + AgoA134 + AgoBso + AgoBi3a + Asgo + Asi
+ A134Bgo + A134 B34 + A13s + BgoBisa + Bgi + Bisa + Biss

Y22 Bsg + Y22 B134 + AgoAsg + AgoA13a + AgoBsg + AgoBisa + AggBso + AsgBsg + Ago
+ Ai34Bso + A134 B34 + Aiss + BgoBsg + BgoBisa + Bsg + Bgog + Bigs + Biss

Y22 Bog + Y22 B134 + AgoAgs + AgoAr3a + AgoBos + AgoBisa + AgsBso + Ags Bog + Agg
+ Ay34Bgo + A134 B34 + Aiss + BsoBos + BsoB13a + Bog + Bog + Bi3a + Biss

Yoo B1o7 + Y22 Bisa + AgoAior + AsoAiza + AgoBror + AgoBisa + ArorBso + A1o7 Bior
+ Ayog + A134Bgo + A13aBi3a + Aiss + BsoBio7 + BsoBi3a + Bio7 + Bios + Biga + Biss ,

Yoo Bi16 + Y22 Bisa + AgoAiie + AsoAiza + AgoBiis + AgoBisa + A116Bso + A116Biis
+ A117 + A134Bso + A134Bisa + Aiss + BsoBiis + BsoBisa + Biig + Biir + Bisa + Biss

Y22 B12s + Yoo Bi3a + AsgoAias + AgoA13a + AsoBias + AgoBi3a + A125Bso + A125B12s
+ Aigs + A134Bso + A134B13a + Aiss + BgoBigs + BsoBisa + Bias + Bigg + Bisa + Biss ,

Yo3Arza + yo3 + Aes + AraBra + Az + By + Bro + Brs,

Yo3Bro + Y23 B1as + AraA196 + A79Bro + A9 B1og + Azo + Az
+ Ai26B72 + A126B12s + A127 + BraBisg + Brs + Biog + Bior,

Yo3Bs1 + Y23 Bias + A7aAsi + A7oAios + A7oBg1 + A7 Biog + As1 Bro + Agi1 Bg1 + Aso
+ A126B72 + A126B126 + A127 + BraBs1 + BraBiog + Bsi + Bsa + Biags + Bioar,
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Yo3Boo + Y23 B12s + A7aAgo + AraAios + Ao Boo + A7 Biog + AgoBra + AgoByo + Aoy
+ Ay96Bra + A196Bigg + Avr2r + BraBoog + BraBiag + Boo + Bor + Biag + Biar,

Y23 Bog + Y23 B12s + AraAgg + A7aAios + A72Bgg + A7aBiag + AggBra + AggBgg + Ao
+ Av96Bro + A196Biog + Air27 + BraBog + BraBiag + Bog + Bigo + Bigs + Biar,

Yo3B1os + Ya3 B + AraAros + AraAi26 + AraBios + AraBiag + A10sBra + A10sBios
+ Aoy + A126Br2 + A126B12s + A127 + BraBios + BraBiss + Bios + Biog + Bigs + Bior s

Yo3B117 + Ya3 B + AraAvir + Are Ao + A7eBiir + A7eBiog + A1n17B7e + A117 Bz
+ Ans + Ai26Bra + A126Bias + A127 + BraBiir + BraBigg + Biir + Biis + Bigs + Bior,

Y24 Aps + Yo2a + Ase + AeaBes + Ags + Bsg + Bea + Bes

Y24 Bea + y210B11s + AeaA11s + AeaBes + AeaBris + Aes + Aes
+ A118B6s + A118B11s + A9 + BeaBiis + Bes + Biis + B,

Y24 Br3 4 y2a Br1g + AeaArs + AsAvig + AsaBrs + AsaBiis + A7z Bes + A73Brg + Az
+ A118Bes + A118B11s + Aw1g + BeaBrs + BeaBi1s + Brs + Bry + Biis + B,

Y24 Bso + Y24 B11s + ApsAse + ApsAv1s + AeaBso + AesBiis + AgaBea + AgaBso + Ass
+ A118Bes + A118B11s + A9 + BeaBsa + BeaBi1g + Bsa + Bgs + Biis + B,

Y24 Bo1 + Y214 B11s + AgsAor + AsaAris + AcaBor + AesBiis + Ag1 Bea + Ag1 Byr + Ago
+ Ay18Bss + A118Biis + A9 + BeaBo1 + BeaBi1s + Bo1 + Boa + Bi1s + Biig

Y24 B100 + Y24 B11s + AsaAroo + AssAr1s + AsaBioo + AeaBiis + A100Bes + A100B1oo
+ Aio1 + A118Bes + A118B11s + A9 + BeaBioo + BeaBiis + Bioo + Bio1 + Biis + Biig s

Y24 B1og + Y24 Br1s + AsaArog + AssAr1s + AsaBiog + AeaBiis + A109Bes + A109 Biog
+ A0 + A118Bes + A118B1is + Ai1g + BeaBiog + BeaBiis + Biog + Biio + Biis + Biig s

Yos Ase + Yos + Aug + AseBse + As7 + By + Bse + Bsr,

Yo5Bs6 + Y25 B110 + AscA110 + AseBse + AseB11o + Ase + Asz
+ A110B56 + A110B110 + A111 + Bse Bi1o + Bsr + Biio + B,

Yo5Bes 4 Y25 B110 + AseAes + AseA110 + AseBes + Ase Biio + Aes Bse + Aes Bes + Aes
+ A110Bs + A110B11o + A1 + BseBes + BseBi1o + Bes + Bes + Biio + Bii

Yo5 B7a 4 Y25 B11o + Ase Az + Asg Ar10 + Ase Bra + Ase Biio + AraBse + A7aBry + Azs
+ A110B56 + A110B110 + A111 + Bse Bra + Bse Bi1o + Bra + Brs + Biio + Bin

Yo5Bs3 + Y25 B110 + AseAss + AseA110 + AseBss + As¢ Bi1o + As3Bse + AgzBss + Asa
+ A110B56 + A110B110 + A111 + BseBss + BsgBi1o + Bss + Bsa + Bi1o + Bii

Yo5 Boo + Y25 B110 + AseAge + AseAv10 + AseBog + AseBiio + AgaBse + AgaBoa + Ags
+ A110Bs + A110Bi1o + A1 + BseBoz + BseBi1o + Boe + Bos + Biio + B

Yo5B1o1 + Yos Biio + AseA101 + AseAr10 + AseBior + AseBiio + A101Bse + A101Bio
+ Aio2 + A110Bs6 + A110B110 + A111 + Bse Bio1 + BseBiio + Bior + Bio2 + Biio + B s

YosAus + yo6 + Ao + AusBag + Agg + Byo + Bag + Bug,
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Y26 Bus + Y26 B102 + AusAro2 + AugBas + AsgBroz + Aus + Ay
+ A102Bas + A102B1o2 + Aoz + BugBio2 + Bag + Bio2 + Bios

Y26 Bs7 4 Y26 B1o2 + AugAsy + AugAvog + AugBsr + AsgBrog + As7Bag + As7Bs7 4 Ass
+ A102Bas + A102Bio2 + Aoz + BagBs7 + BugBioo + Bsr + Bss + Bio2 + Bios

Y26 Bes + Y26 B102 + AagAss + AasAro2 + AugBes + AugBroz + AssBas + AssBes + Asr
+ Ai102Bas + A102Bio2 + Aoz + BagBes + BagBioz + Bes + Ber + Bio2 + Bios

Y26 B75 4 Y26 B1o2 + AugAzs + Aug Avog + AugBrs + AugBrog + ArsBag + A5 Brs + Az
+ A0 Bis + A102Bio2 + Avos + BagBrs + BugBioe + Brs + Bre + Bio2 + Bios

Y26 Bsa + y26B102 + AusAsa + AugAsoz + AugBsa + AsgBroo + AsaBag + AsaBgy + Ass
+ A102Bas + A102B1o2 + Aoz + BasBsa + BygsBiog + Bsa + Bss + Big2 + Bios

Y26 Bos + Y26 B1o2 + AugAgs + AugAvoz + AusBog + AssBroz + AgzBag + AgsBog + Ags
+ Ai102Bas + A102Bio2 + Aoz + BagBos + BygBioz + Bos + Bos + Bio2 + Bios

YorAso + yor + Ase + AyoBao + Asr + Bsa + By + By,

YorBayo + Y27 Bos + AsoAgs + AsoBao + AsoBos + Ago + A
+ AgsBao + AgaBoy + Ags + BagBos + By + Boy + Bos

Yo71Bag + Y27 Bos + Ao Asg + AsoAos + AsoBag + AsoBos + AsgBao + A9 Bag
+ Aso + Aoy Byg + A9y By + Ags + BygBag + ByoBos + Byg + Bsg + Boy + Bos ,

Yo7 Bsg 4 Yo7 Boa + AsoAss + AsoAgs + AsoBss + AsoBos + AsgBag + AsgBss
+ Asg + AgaByg + Ags By + Ags + BaoBss + BigBos + Bss + Bsg + Boy + Bos ,

YorBe7 + Y21 Bos + AsoAe7 + AsoAos + AsoBer + AsoBos + AerBag + AerBer
+ Ags + Aga By + A9y By + Ags + BaogBer + BaoBgs + Be7 + Bes + Bos + Bos ,

Yo7 Br6 + yor Bos + AsoAze + AsoAgs + AsoBre + AsoBos + Az Bao + Az6Bre
+ Az7 + Aoy By + Agy By + Ags + BaygBrg + BioBos + Brg + Br7 + Boy + Bos ,

Yo7 Bss 4 Yo7 Boa + AsoAgs + AsoAgs + AsoBgs + AsoBos + Ags Bag + Ags Bss
+ Agg + Aga By + Ags By + Ags + BaogBss + BigBgs + Bgs + Bsg + Boa + Bos ,

Yos A3 + Yog + Aoy + Ao Bsg + Ass + Boy + Bsg + Bss,,

Yos Bso + yos Bsgs + AsaAge + AsaBsa + AgoBge + Az + Ass
+ Agg B3 + AseBse + As7 + BsaBsg + Bss + Bsg + Bsr ,

Yos By + yo2s Bse + AsoAsr + AgaAse + AsaBay + AseBgg + Ag1Bsa + Ay B
+ Ayo + AgeBsa + AgeBsg + As7 + Bsa By + BsaBgs + Ba1 + Bag + Bsg + Bsr

Yos Bso + yos Bse + Asa Aso + AsaAge + AsaBso + AsaBse + AsoBs2 + AsoBso
+ As1 + AgeBsa + AgeBsg + As7 + BsaBso + BsaBgg + Bso + Bs1 + Bgg + Bsr

Yos Bsg + yos Bse + Aso Asg + AsoAge + AsaBsg + AzaBss + AsgBsa + AsgBsg
+ Ago + AsBsa + AsgBss + As7 + B3 Bsg + BsaBgg + Bsg + Bgo + Bsg + Bsr,
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Yos Bes + yos Bse + Asa Ags + AsaAge + AsaBgs + AzaBse + AssBsa + Ags Bes
+ Agy + AgBsa + AsgBsg + As7 + BsoBgs + BsaBsg + Bgs + Bgg + Bsg + Bsr,

Yos Br7 4 yos Bse + Aso A7y + Aso Age + AsoBrr + AsoBge + A77Bsa + A7 Brr
+ Azg + AgsBsa + AsgBgg + As7 + BsoBrr + B3y Bgg + Br7 + Brg + Bsg + Bsr,

Yo9 Ao + Yog + A1 + AsyBay + Ass + Big + Bay + Bos,

Y29 Bas + yo9 Brs + AsyAzs + AsyBoy + AgyBrg + Agy + Aos
+ A7 Bos + A7 Brg + A9 + BoyBrs + Bas + Brg + By,

Y29 B33 + Y29 Brs + A2gAss + Aoy Azs + AgyBss + AsyBrg + AssBay + As3Bss
+ Asy + A7gBoy + ArgBrs + Aqg + BoyBss + BoyBrg + B3z + Bsy + Brg + Brg

Y29 Byo + Y29 Brs + Aog Ay + Aoy Azg + AsyBas + AsuBrg + AyaBoy + Ay By
+ Ays + A7gBoy + A7sBrs + A9 + BoyBys + B2y Brs + Bas + Bys + Brs + D1,

Y29 Bs1 + Y29 Brs + Aoy As1 + Aoy Azg + AsyBsy + AsyBrg + As1Boy + As1Bs1
+ Aso + A7gBoy + ArgBrg + A9 + BoaBs1 + BoyBrg + Bs1 + Bsga + Brg + Brg

Y20 Beo + Y29 Brs + AsaAgo + AsaAzs + AsaBeo + AgaBrs + AgoBaa + AcoBeo
+ Ag1 + A7gBay + A7sBrs + A9 + By Beo + B2y Brs + Beo + Be1 + Brs + Brg ,

Y20Bgo + Y29 Brs + A2sAgo + Aoy Az + AsyBeg + AauBrs + AsgBas + AsgBeo
+ Aqg + A78Boy + AzgBrs + Aqg + BosBgg + By Brs + Bgg + Bro + Brs + Brg ,

ys0Ai6 + ys0 + Ag + A B + A7 + Bg + Big + Bt

Y30B16 + ys30Br0 + A16A70 + A6 Bis + A6 Bro + Ais + Air
+ Az B + A70Bro + An + BigBro + Bir + Byo + Br

Y30Bas + y30Br0 + A16Ass + A16Azo + A16Bas + A16Bro + Ags Big + Ags Bos
+ Ags + A70Bis + A70Bro + An + Bi6Bas + Bi6Bro + Bas + Bag + Brg + Bri

Y30Bs4 + y30Br0 + A16Ass + A16A70 + A16Bsa + A16B70 + AsaBig + AssBsy
+ Ass + A70Big + A70Bro + A7 + Bi6Bsy + Bi6Bro + Bsy + Bss + Bro + Bri,

Y30Bas + y30Bro + A6 Aas + ArsAro + A16Bas + A6 Bro + AszBig + AszBag
+ Ays + A70Big + A70Bro + A7 + BBz + BigBro + Bas + By + By + Bri,

Y30Bs2 + y30B70 + A16As2 + A16A70 + A16Bs2 + A16Bro + AseBis + As2Bso
+ Ass + A7gBig + A79Bro + A7 + Bi6Bsa + Bi6Bro + Bsa + Bss + Bro + Bri,

Y30Be1 + ys0Bro + A6 Ae1 + A16A70 + A16Be1 + A16Bro + As1 Bis + Ae1 B
+ Ag2 + A70Bis + A70Bro + An + Bi6Be1 + Bi6Bro + Be1 + Be2 + Bro + Bri

ys1As + ys1 + Ag + AsBg + A9 + By + Bs + By,

ys1Bs + Y31 Bea + AgAsr + AsBg 4+ AgBga + Ag + Ay
+ Ag2Bs + A2 Bga + Ags + BsBea + By + Bea + Bes

ys1B17 4 y31 B2 + AgAi7 + AgAer + AsBi7 + AgBso + A17Bg + A17Bi7
+ Ag + A B + A¢2Bga + Ags + BsBi7 + BsBga + Bi7 + Bis + Bea + Bes ,
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Ys1Bag + y31 B2 + AgAgs + AgAse + AgBag + AgBeo + AgsBs + A Bag
+ Ag7 + Ao Bs + Ag2Bea + Ags + BsBog + BsBga + Bag + Bar + Bso + Bes ,

Y31 B35 4 y31 B2 + AgAss + AgAeo + AsBss + AgBeo + Ass Bg + Ass Bss
+ Asg + A B + A¢2Bea + Ags + BsBss + BsBga + Bss + Bsg + Beo + Bes ,

Y31 B4 + y31 Bz + AgAus + AgAgo + AgBas + AsBeo + AyaBs + AyaBuy
+ Aus + A2 Bs + A2 Besa + Ags + BsBaa + BgBga + Bay + Bas + Bga + Bes ,

Y31 Bss 4 y31 B2 + AgAss + Ag Ao + AsBss + AgBeo + As3Bs + As3Bs3
+ Asy + Ao Bs + A2 Bga + Ass + BsBss + BsBga + Bss + Bsa + Bga + Bes -
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